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1. Background

The Final Rule to modify the HIPAA Privacy Rule to support reproductive healthcare privacy went into
effect on June 25, 2024, but the Office of Civil Rights did not enforce it until December 23, 2024. The
new rule was in response to the U.S. Supreme Court overturning Roe v. Wade on June 24, 2022, in the
decision in Dobbs v. Jackson Women's Health Organization.

The Final Rule intends to increase privacy protections by prohibiting covered entities or their business
associates (such as Ciox, Datavant, MRO, Sharecare, etc.) from using or disclosing PHI potentially related
to reproductive health in the scenarios below.

1. If the request is by:
a. Law enforcement,
b. A health oversight agency,
c. Subpoena or court order as part of a judicial or administrative process or
d. A coroner or medical examiner
2. If the protected health information is being used for:
a. Conducting a criminal, civil, or administrative investigation into any person for the mere
act of seeking, obtaining, providing, or facilitating reproductive health care.
b. Imposing criminal, civil, or administrative liability on any person for seeking, obtaining,
providing, or facilitating reproductive health care.
c. Identifying any person for above.

According to the reproductive health privacy rule, providers and their business associates are prohibited
from disclosing health information potentially related to reproductive health unless they obtain an
attestation from the requestor.

To reduce risk and prevent a potential HIPAA Privacy Violation, covered entities and release of
information vendors have taken the stance that an attestation must accompany all requests for
protected health information, regardless of whether the records contain reproductive health
information. The requestor must sign an attestation to verify that they are not requesting the PHI for a
prohibited purpose and acknowledge that criminal penalties may apply if this is untrue.

The approach is heavy-handed and unreasonable because:

1. Third-party HIPAA Authorizations and Individual Right of Access requests are treated similarly
when the requests differ.

2. Not all requested PHI will contain any reproductive health information.

3. The Final Rule only states that attestation is needed for information potentially related to
reproductive health.

4. If directed by the written request, covered entities and their business associates should redact or
remove reproductive health information. However, this is highly unlikely because reviewing and
redacting information in a patient's chart before disclosure will require significant staff training,
additional labor, and increased costs for the provider or their business associates.

Notices: Copyright © 2010-2025 Arctrieval, Inc. All Rights Reserved. This publication is protected by copyright, and all rights
are reserved. No part of it may be reproduced or transmitted by any means or in any form without prior written consent from
Arctrieval, Inc. You may make a copy or reproduce any part of this document for your personal use. Making copies for any
other purpose is a violation of U.S. Copyright law.
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2. Individual Right of Access Exception

The Final Rule did not change an individual’s or their personal representative’s right to access
information through a patient access request and direct it to a designated third party.

e Per HIPAA Rule 45 CFR §164.524, the individual or their personal representative “has a right of
access to inspect and obtain a copy of protected health information about the individual....”

e Per Section 13405(e)(1) of the HITECH Act, the individual or their personal representative has the
right to direct a covered entity to transmit an electronic copy of protected health information in
an EHR directly to an entity or person designated by the individual, provided that such choice is
clear, conspicuous, and specific.

The Individual Right of Access request issued through Arctrieval entirely complies with HIPAA 45 CFR
§164.524.

e Per HIPAA Rule 45 CFR §164.524, only psychotherapy notes are excluded from an individual
right of access request.

e The third paragraph in the release clearly states, “I hereby, specifically, authorize the release of
any sensitive information including, but not limited to...reproductive health care services
information....”

Requiring an individual or their personal representative to attest that they will potentially face criminal
penalties for using their information in a prohibited manner is absurd.

3. Position to Take with Providers Requiring an Attestation

e The Final Rule to support reproductive healthcare privacy did not change an individual’s or their
personal representative’s right to access information. Ask the provider to show you where the
modification altered any part of HIPAA Rule 45 CFR §164.524.

e The individual right of access request clearly requests and authorizes access to sensitive
information, including reproductive health care services information.

e Requiring the individual or their personal representative to complete another form or provide an
attestation is an unreasonable measure that impedes access to protected health information.
The individual right of access request is clear, conspicuous, and specific.

e The attestation requirement only applies to protected health information requested by a third
party using a third-party HIPAA Authorization, per HIPAA 45 CFR §164.508. The model
attestation provided by the Department of Health and Human Services focuses on law
enforcement and other agencies. The model attestation states, “Name of person(s) or specific
identification of the class of persons to receive the requested PHI. (e.g., name of investigator
and/or agency making the request):"
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4. Responding to the Rejection for Existing Request—Quick Steps

Arctrieval added an item to the rejected request process as part of a request activity. Below is a
summary of the Mark Request as Rejected process in Arctrieval. The detailed guide is available at
www.Arctrieval.com/support.

1. Select the Request
that was rejected.

2. Click the Activity
button. Activity

3. Select “Mark Request
as Rejected” from the
dropdown menu.

Calant Tha Antiitu Ve Wish Ta Darfarm: *

Complete Request-No Records

Mark Request Incomplete

Mark Request as Rejected

Cancel Request

Resend Request Using Updated Contact Information

4. Select the
Reproductive Health
Ca re AtteStatlo n Select The Activity You Wish To Perform: *
reason. Mark Request as Rejected -

Activity X

Please indicate why the request sent to Minnie Mouse Hospital was rejected by checking one or more of the boxes below.

[C] Revocation statement missing on the authorization.
[C] Expiration date missing on the authorization.
[[] Purpose of disclosure missing on the authorization.

[7] Redisclosure statement missing on the authorization.

(] Ability or inability to condition treatment statement missing.
[C] Authorization is not signed by the patient or personal representative.
[7] Authorization is not dated.
[C] HIPAA Authorization is missing, required, or must use their HIPAA Authorization.
[7] signature must be notarized.
HITECH Request is not valid or is not accepted.
Emailed, faxed, or mailed requests not accepted. Must use specific web portal or service.

Reproductive Health Care Attestation.

[0 other  Reason request was rejected:

CANCEL MARK REJECTED PREVIEW REPLY SEND REPLY
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5.
6.
7.

Scroll down and enter the date of the rejection letter.
Click the Choose a File button to upload a PDF of the rejection letter.

Select one or more
delivery methods.
Click the Preview
Reply button to
review the document
before sending it.
Click the Send Reply
button to send the
rejection letter to the
Contact.

Activity

10/27/2022

¥ Upload Rejection Letter or Notice

Ciox Rejection ...

WSelect PDF file of correspondence for upload.

Send reply to Contact using:

[ email (Automatg Fax (Automated)

[ us Mail (Manual)" 7] Other-PDF File for Upload (Manual)

Mark request rejected and do not send reply: []

CANCEL

[ us Mail (Automated)

~——" ~—"

PREVIEW REPLY SEND REPLY
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5. New Requests—HIPAA Reproductive Health Rule Exception Template

Arctrieval added a HIPAA Reproductive Health Rule Exception document template to all accounts on
December 26, 2024, and is available for use. The document is automatically enabled for all accounts but
must be selected when sending a request, as shown in the image.

Please note that the

X
HIPAA Rules Right Of S C T
Access document differs _ _
from the HIPAA Starting Date of Service: * =
Reproductive Health Rule Ending bate of Service:
1/9/2025 =

Exception.

Additional Information or Instructions for Cover Letter:

HIPAA Rules Right Of Access |
HIPAA Reproductive Health Rule Exception

[CJ HIPAA Reproductive Health Rule Attestation

[7J Custodian Of Records Declaration

[ Patient Financial Account Verification

CANCEL
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6. New Requests—HIPAA Reproductive Health Rule Attestation—Client

Signature

While not the recommended best practice, Arctrieval added an Attestation Regarding
a Requested Use or Disclosure of Protected Health Information Potentially Related to
Reproductive Health Care for very difficult providers. While the attestation is
unnecessary for an individual right of access request, it may be the most expeditious
method to get the necessary records.

Arctrieval added the HIPAA
Reproductive Health Rule
Attestation—Client
Signature document
template to all accounts on
January 9, 2025, and is
available for use. The
document is automatically
enabled for all accounts
but must be selected when
sending a request, as
shown in the image.

The Client or Personal
Representative signs the
attestation because they
are issuing the request. The
model attestation from the
Department of Health and
Human Services clearly
states that the attestation
must be signed by the
person making the request.

Send New Request

Starting Date of Service: *

Ending Date of Service: *

2/4/2025

Additional Information or Instructions for Cover Letter:

HIPAA Rules Right Of Access

[CJ HIPAA Reproductive Health Rule Exception

HIPAA Reproductive Health Rule Attestation - Client Signature
[CJ HIPAA Reproductive Health Rule Attestation - User Signature

[7] Custodian Of Records Declaration

CANCEL

6 Revision Date: 2025-02-04




Reproductive Health PHI tri e\/al
Requirement Guidance
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Signature
Unfortunately, some Send New Request X
providers find the
exception document or an

Starting Date of Service: * cal

attestation signed by the
client or the personal Ending Date of Service:

representative insufficient. 2/ar202s &
These providers fail to
recognize the difference
between an individual right
of access request and a )
third-party request, HIPAA Rules Right Of Access l
insisting that the
attestation be signed by a
firm representative even [CJ HIPAA Reproductive Health Rule Attestation - Client Signature
though the firm is not
requesting the records.

Additional Information or Instructions for Cover Letter:

[C] HIPAA Reproductive Health Rule Exception

HIPAA Reproductive Health Rule Attestation - User Signature

[J Custodian Of Records Declaration

Arctrieval added the HIPAA
Reproductive Health Rule
Attestation—User
Signature document

CANCEL

template to all accounts on
January 27, 2025, and is available for use. The document is automatically enabled for all accounts but
must be selected when sending a request, as shown in the image.

If the HIPAA Reproductive Health Rule Attestation—User Signature document template is not at the top
of the document list, scroll down to find it. Your Arctrieval account administrator can reorder the
document template so it appears at the top.

The User's signature must be in the user profile for the attestation to work. If the
User's signature is not in their profile, then the signature portion of the attestation
will be blank.
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8. Automatic Inclusion in New Requests

User signatures are either added by your Arctrieval account administrator or by individual users through

the My Profile option in
the left-hand menu. If a
user's signature is present
in their account, it will be
displayed on the My Profile
page shown in the image.

If the User's signature is
absent, it can be added in
one of two ways.

First, click the Create
Signature button to send a
link to your email address.
You can access this link on
a mobile or touch-screen-
enabled device, and you
can allow Arctrieval to
capture a digital image of
your signature.

The second is to click Edit
My Profile and upload an
image file of your
signature, as shown in the
image. Then, click Choose
a File... to select the file.

= trieval  Smith, Gallagher & Spencer LLP SIGNOUT  (®@HELP
# Dashboard CHANGE PASSWORD EDIT MY PROFILE CREATE SIGNATURE
oo (i
<% Clients First Name: Samuel Last Password Reset: 07/25/2022
I—|:| Record Requests Last Name: Brown Request Status Notifications: Enabled
E Contacts Title: Senior Paralegal Default Rows Displayed per Page: 50

Email: arcprod1@m-c- Signature: ( gc =
E Reports unlimited.com \‘(( h
n Forms Username: SBrown
[ Settings

Alternate Address

A My Profile

Address 1: 23233 N. Pima Road

City: Scottsdale

State: AZ

Zip: 85255

Phone: (480) 741-1111

Alternate Email: sbrown@m-c-unlimited.com
© 2025 Arctrieval | All Rights Reserved.

X

Edit My Profile Information

First Name *

Samuel

Last Name: *

Brown

Title:

Senior Paralegal
Email: *

arcprod1@m-c-unlimited.com

Alternate Address Settings,

Upload Signature:

Choose aFile...

Signature

Select image file in PNG, JPG, JPEG or HEIC file format to upload.

CANCEL
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9. Automatic Inclusion in New Requests

The Arctrieval Account Administrator can adjust the Document Template Settings to automatically send
the HIPAA Reproductive Health Rule Exception or HIPAA Reproductive Health Rule Attestation with
every new request. Here are the steps.

1.
2.

w

Click on Settings in the left-hand menu.

Click the Document Templates tab in the menu bar at the top. Depending on your screen size
and resolution, you may need to use the arrow indicator to scroll to the right if you do not see
the Document Templates tab.

In the Search box, enter "HIPAA" to display the HIPAA-related document templates.

Click the Edit button in the row for the HIPAA Reproductive Health Rule Exception or HIPAA
Reproductive Health Rule Attestation.

In the Edit Document Template Information dialog box, check the box next to Selected By
Default, as shown in the image.

We also
recommend Edit Document Template Information X

changing the value
in the document's
Display Order to
“2" or “3" so that
the HIPAA-related

Name

Display Order: *

documents are 2
shown next to Enabled
each other. Selected By Default

CANCEL SAVE
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10. Model Rejection Response Letter

A model response letter is below if you must create correspondence outside the Arctrieval system.
Date

Facility Name
Address
City, State Zip

Dear Custodian of Records,

We received your correspondence dated correspondence_date regarding a reproductive health

attestation for our client, client name, who has a date of birth MM/DD/YYYY, per the Final Rule HIPAA

Privacy Rule to Support Reproductive Health Care Privacy.

Client name'’s request was issued per HIPAA 45 CFR §164.524, and the requested attestation is not
required for the following reasons.

e The Final Rule to support reproductive healthcare privacy did not change an individual’s or their
personal representative’s right to access information. Please review the final rule; you will see no

changes to HIPAA Rule 45 CFR §164.524. Here is a link to the Final Rule:
https://www.federalreqister.gov/d/2024-08503

e The individual or their personal representative clearly requests and authorizes access to sensitive

information, including information about reproductive health care services.

e Per HIPAA Rule 45 CFR §164.524, only psychotherapy notes are expressly excluded from an

individual right of access request. Therefore, reproductive health information is included with all

other protected health information subject to a patient access request.

e Requiring the individual or their personal representative to complete an attestation is an

unreasonable measure that impedes access to protected health information. The individual right

of access request is clear, conspicuous, and specific.

Modifications to the HIPAA Privacy Rule can sometimes be confusing. This information is provided as

educational material to assist in reviewing processes and educating staff on the reproductive health
information disclosure requirements regarding patient access requests.

We hereby redeliver the individual right of access request for immediate processing to avoid a formal

complaint to the Office of Civil Rights for the potential HIPAA Privacy Rule violation.
Please contact our office if you have any questions. We will be happy to assist you.
Sincerely yours,

Your Name
Firm Name
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